INTERNET

Spyware

Michel Cabaré
Septembre 2004 Ver: 1.0

Institut National Polytechnique de Grenoble
VA

/A

—
|NP Grenoble

DEPARTEMENT FORMATION CONTINUE




TABLE DES MATIERES

SPYBOT

...................................................................................................................................................................................... 3
WV HAT 'SIFOR 2 .tesesesesesesesese sttt ss sttt £ 4641414 E ARttt ettt 3
HIJACK e e et ettt 4
LATEST VERSION L.O8.2......oceieeiiteieieicie ettt b bbb bbb bbb bbb bbb b bbb b b 4

)1 e N INTERNET - SPYWARE Cabaré Michel Page 2
PG _ e Dpt Formation Continue — Cours - ver 1.0



SPYBOT

What's for ?

Spybot - Search & Destroy can detect and remove spyware of different
kinds from your computer. Spyware is a relatively new kind of threat that
common anti-virus applications do not yet cover. If you see new toolbars
in your Internet Explorer that you didn't intentionally install, if your browser
crashes, or if you browser start page has changed without your knowing,
you most probably have spyware. But even if you don't see anything, you
may be infected, because more and more spyware is emerging that is
silently tracking your surfing behaviour to create a marketing profile of you
that will be sold to advertisement companies. Spybot-S&D is free, so there's
no harm in trying to see if something snooped into your computer, 100 :)

To see a list of threats that Spybot-S&D can remove, click on Support in the
navigation bar at the left, and there on Threats. If you want an infroduction
how Spybot-S&D works, please read the tutorial. If you fear incompability
with other software you are using, we can assure you that will not be the
case. Still, we have created a compability overview listing some software
that compability has been asked for before.

Spybot-S&D can also clean usage fracks, an interesting function if you
share your computer with other users and don't want them to see what
you worked on. And for professional users, it allows to fix some registry
inconsistencies and extended reports.

Spybot - Search & Destroy 1.3

|V Download Now  Downloads: 39,622,505
hedl] Free download 4.15M8 Publisher: Fapibdk Software
Mgz dovinlEadlink: Date added: May 12, 2004
License: Free
Minimum requirements: Windows 95/98/Me/NT/20004FP
Uninstaller included?: Yes
Screenshot: “iew screenshot
CHET rating: @ 0888 Read review
Estimated download time: 00:20:3% |Diakup [53.3kbpsl =] Clock this download

£
A e INTERNET - SPYWARE Cabaré Michel Page 3

NP s Dpt Formation Continue — Cours - ver 1.0



HIJACK

Latest version 1.98.2

A general homepage hijackers detector and remover

& HijackThis - v1.98.2 _iol x|

Below are the results of the scan. Be careful what vou delete, HijackThis cannak
determine what is bad and what merely customized by vou, The best thing to do
i= save a log file and show it to knowledgable Folks,

R0 - HECUY SoftwareiMicrosoftiInternet ExplorerifMain, Start Page = bttpe vy wanadoo, frf
[CIROD - HECU SoftwareMicrosofti Internet Explorer Toolbar, LinksFolderkame = Liens
[(IF2 - REGisystem.ini: Shell=explarer.exe

[]0z - BHD: AcrolEHIprobj Class - {06849E9F-C807-4D59-B87D-754B7DABENE3Y - C:\Program Files) AdobelAcrob:
(]2 - BHO: {no name) - 453707962-6F 7 4-2053-2644-2060 7942484} - C\PROGRA~11Spybat i SDHelper i
[J0z - BHD: Google Toolbar Helper - {AASEEDSS-0100-4d91-8333-CF10577473F7} - o\program filesigooglelgoog
[193 - Toolbar; #R.adio - {8E7158358-423F-1102-876E-00A0C05246 7 - CUWINNT sy stem32 i msdim, ooy

[1%23 - Toolbar: &Eoogle - {2313C261-4965-11d4-9615-009027A5C04F} - oiiprogram filestgooglegoogletoolbarz,
[]24 - HELMY, ARun: [Svnchronization Manager] mobsync.exe Jlogon

[]24 - HELMY, ARun: [Smapp] C:\Program FilestAnalog Devices) Soundkaxi Smtray. exe

[]04 - HELM, ARum: [Makrax Powerdesk] o UWINMT svsbernm32iPDeskiPDesk, exe [Autalaunch

] - HELM, ARun: [MeroCheck] )W INMTY syskem 32 NeraCheck, exe

[]0 - HELM, ARun: [ShSkatEXE] “CiiProgram Files\Metwark Associabes! virusScan|SHSTAT.EXE" fSTAMNDALOMNE

[] - HELM, ARum: [MoafeeUpdaterUI] CiProgram Filesihebwork, Associates\Common FrameworkUpdaterU, ex
[J 4 - HELMY, ARum: [InteliType] “CProgram Files\Microsoft Hardwarel Kevboardibypesz, exe”

[124 - HELMY, ARun: [PopUpEiller] C:4Program Files\PopUpkilleriPoplpkiller EXE

Clmd - HELRAY B T=Prmiacar | snimchar] A Deaar arn Filachl mmikackhiTaocbhiTaooch avea ;I
—5can & fix skuff —Qkher stuff
Fix checked Info. .. Config. ..
Info on selected ikem. .. add checked to ignorelisk
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