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WHAT V.N.C. IS

Virtual Network Computing

VNC (Virtual Network Computing) software makes it possible to view and
fully-interact with one computer from any other computer or mobile
device anywhere on the Internet.

VNC software is cross-platform, allowing remote control between different
types of computer.

there is even a Java viewer, so that any desktop can be controlled
remotely from within a browser without having to install software

Free Download

Adresse | €] hip:/fwrw realvnc.com,

REAL

Ve

At the realvnc.com website

There are plenty packages...

Installable packages: Source code & documentation:
T Windows 9x/2000/NT/XP (x86) [T Windows sources
[T Linux [x86) [T Unix/Linux sources
" Solaris 2.5 (SPARC) [ Java sources
[~ HP-UX 11 [ Documentation

small size is a reliable feature

xB6 Win32 executable [.exe] [726K)

full installation (server and viewer) zip archive [zip] (FO3K)
xB6 Win32 executable [ exe| [Z08K)

viewer program only zip archive [.zip] [124K)

The server program is the program you need to install on the machine you
want fo access....

The viewer program is the program you need to install on a machine, to
accede to a server-installed machine.
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You can avoid viewer installation if you can have a recent browser with
java machine.

Installing VNC

Install server program

You must start from the full installation server and viewer package, and
then double click...

I xd

Welcome to the VNC Setup Wizard

This will install ¥MNC 4.0 onyour computer.

Itis recommended that wou close all other applications before
continuing.

Click Mextto continue, or Cancel to exit Setup.

B! setup - UNC

Select Components
YWhich components should be installed?

selectthe components ywou want to install: clear the components you do not want to install.
Click Nextwhen you are ready to continue.

|Fu|| installation LI
[ WG Server BG4 KB

if you want, you can register VNC like a windows service, which is mean
that it could be launched at the beginning of setup, and that you can
manage from the Windows 2000 classical service interface.

B! setup - YNC

Select Additional Tasks
Which additional tasks should be performed?

selectthe additional tasks you would like Setup to perform while installing WMNC. then click
e,

WMNC Server configuration:

¥ Register and configure VMG Server far Service-aode
L » g g
¥ Startthe WMNC Server in ServicesMade

automatically you will have to select a custom parameters if you install the
server programm

]
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It's really important to add a password, since VNC is a very powerfull toy!

B0 VNG Server Properties (Service-Mode) 2%
Desktop | Hooks | Legacy
Authentication | Connections | Inputs | Sharing

" Mo Authentication or Encryption

' WIC 3.3 Authentication, no Encryption Set Password |

™ Prompt local user to accept incoming connections l

WINVYINGC Password

MNew Password: IM*

Confirm Passward: |*w1

(8] Cancel

you will see in the task bar the vnc icon Ve o852

You can see here the service specific menu

arver 4

er 4 | Configure YMC Service
WINC Server 4 (User-Mode) E

Register YMC Service
Start VMG Service
Stop YRIC Service
Uriregister WG Service

I 5l 5l 751 1351

You can see here the vnc user specific menu

l (5 vNC Server 4 (Service-Mode)

SIfE

Configure User-Mode Settings
RLIN YMC Server
£
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USING VNC

Virtual Network Computing

You must have a machine running with a VNC server...and of course you
must know the IP address of the machine (or at least the host name)

Fun YN Viewer you have
¥MC ¥iewer : Connection Details ﬂ

N Server  [EERTTANAR

yC
About,.. | Optionz. .. | 0k | Cancel

and then

¥MC ¥iewer : Authentication [No Encryption]

1 Usemame: I
Va

Ok I
FPazzword: || |

Cancel

that's all |

@« T

Hea dooumerks  Win

POSTEZ

Hvemarer || A @@ L

fodmaver | | [1] & S @ B i snaalt)

N.B: you can have as many VNC session you want, each one conftrolling a
distant computer....

EELCHPEET A0TSRV e
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EF‘O...”EPD...

if you want to send special keyboard touch, like CTRL-ALT-DEL, (end of
session for example) as they are catched by your own system, you need to
send these touch in a special way.

So you must have right clic on the VNC session you want to use

Full screen

e You have you special touch here
I

alk /
Send Crrl-alk-Del

Refresh Screen

MNew Connection, ..

Options. ..
Connection Info. ..
— About, ..
| EPD... A T T ==K
r
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ADVANCED FEATURES

register parameters for VNC server

for Configure VNC service double clic on RealVNC icon on the task bar :

ki VNC Server Properties (Service-Mode) 2| x|
Deskiop | Hooks | Legacy |
Authentication | Connections | Inputs | Sharing

I Mo Authentication or Encryption

 WMNC 3.3 Authentication, no Encryption Set Password |

" Promptlocal user to accept incoming connections

BE4 VNG Server Properties (Service-Mode! _‘ﬂ_ﬁ
Deskiop ! Hiooks | Legacy
Authentication Connections | Infuts | Sharing
Accept connections on port: 5300
Disconnectidle clients after (seconds): 3600

v Serve Javaviewsrvia HT TP on port:

—Access Control

™ Only accept connections from the local machine

* Add

Eermowe

B9 VNC Server Properties (Service-Mo _' ili]
Desktop | Hooks I Legacy
Authentication | Connections Inputs | Sharing

¥ Accent pointer events from clients

¥ Accent keyboard events from clignts
v Accent cliphoard updates from clients
¥ Send cliphoard updates to clients

¥ Allow input events to affect the screen-saver

" Disable local inputs while serser is in use
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Using a Web connection instead of VNC viewer

Use a VNC Connection via a web browser , you must have a browser who
enable JAVA machine, an must know that the default TCP-IP port used by
VNC is 5800.

So the URL you have to write seems something like that, for a machine with
IP adress 192.168.1.11 :

hitp://192.168.1.11:5800

you obtain

Advesse |&] hitp://192.168.1,11:5800

GGGS[E' | _ﬂl {35 Recherche Web v| @ | PageRiank  Eh 153 bloquéets) | EOpt

REAL

n 1 ¥NC ¥Yiewer: Connection Details =13 x|
WNC server.  [1921681.11:0
‘ Ahout. . | Options... | DKl Cancell
[attention ; Fengtre d'applet

WM viewer for Java version 4.0
Copyright [C) 2002-2004 Real/MC Ltd.
See hitp: A, realync, com For information on YHC,

1 ¥NC Authentication [No Encrypki =10l x|

U zemarme: I

Pazzword: l

and after identification IAtentian: fenére dapelet

you have quiet a normal VNC screen

N.B: The main difference, is that you don't have the possibility to send
keyboard touch or configure screen resolution...

for security if you want, you can disconnect Java viewer

B vNC Server Properties {Service-Mode) il_)ﬂ
Deskiop l Hooks | Legacy
Authentication Connactions | Infuts | Sharing
Accept connections on port: 5300
Disconnect idle clients after (seconds): 3600

¥ Serve Javaviewsrwia HTTF on port:

—Access Control

[ Only accept connections from the local machine

1 Add

Femove

]
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Changing default port of VNC server

you must know that the default TCP-IP port used by VNC is 5800 and 5900.

Starting nmap 3.58 ( http: 7 uwu.insecure.org-snmap » at 2004-10-15 18:52 Paris, M
adrid Cheure d’0t0>

Interesting ports on PORTABLE <192.168.1.11>:

(The 1653 ports scanned but not shown below are in state: clozed)

PORT STATE SERUVICE

135/tcp open nsppc

13?/tcp open nethioz—s=n
445 7tcp open microsoft—ds
1825 /tcp open HNFS—or-118
L800. tcp open wvnc—http
L98A-tcp open  wnc

Hmap run completed — 1 IP address <1 host up? scanned in 2.234 zeconds

imagine you want ehanced your security, so you want change de default
VNC port 5800 by a personnal port 6809, and disconnect responding to a
java browser, just configure like this

B VNC Server Properties (Service-Mode) 21 x|
Dezktop I Honks I Legacy
Authentication Connections i |nputs i Sharing i

Accept connections on port: E303
Diszonnect idle clients after [seconds]: |3EUD

P [ Serve Java viewer via HT TP o port:

I-Acce&stunnnl

Now, if you want to connect to this particular VNC server, you must specify
in your IP address the lp port by : : like this example :

192.168.1.11::6809
¥NC Yiewer : Connection Details _JQ
N/ Semen B -
_E {192.168.1.11:6803 |

About... | Optiohs. .. | ] 4 I Cancel

NP
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VNC - FIREWALL - SSH

register parameters for VNC server

Access to your VNC desktop generally allows access to your whole
environment, so security is obviously important. VNC uses a challenge-
response password scheme to make the initial connection: the server
sends a random series of bytes, which are encrypted using the password
typed in, and then returned to the server, which checks them against the
'right' answer. After that the data is unencrypted and could, in theory, be
watched by other malicious users, though it's a bit harder to snoop a VNC
session than, say, a telnet, rlogin, or X session. Since VNC runs over a simple
single TCP/IP socket, it is easy to add support for SSL or some other
encryption scheme if this is important to you, or to tunnel it through
something like SSH or Zebedee.

SSH allows you to redirect remote TCP/IP ports so that all traffic is strongly
encrypted, and this can be combined with VNC. SSH can also compress
the encrypted data - this can be very useful if using VNC over slow links.
See the Using SSH with VNC' page. Zebedee is a similar system which can
be sometimes simpler to use. You can find info here.

While we're on the subject of security, you should also be aware that only
the first 8 characters of VNC passwords are significant. This is because the
‘getpass' call used in the Unix server to read a password has this restriction,
and the other platforms have been made compatible with this.

NP Gr oot
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Firewall - WAN to L AN - Rule Summary

The default action for packets not matching following rules: I Block 'I

¥ Default Permit Log

Mo. Source [P Destination IP Service Action | Log
1 |[any =] [ any =] | BOOTP_CLIENT{UDP:E8) x| |Forward|Mone
2 ||Any x| [ Any =] | PINGICMP:D) > Forward [Mone
3 |Any = [192.168.1.103 ~| |HTTPTCP:80) ~| Forward | Bioth
4 |[Any > [192.168.1.101 =] [*/Ph-grvdc1 (TCP:E801) *| |Forward None
5 |[Any =] [192.168.1.103 = [*vPrweb(TCP6B03) x|  |Forward|Mone
6 ||any =] [192.168.1.10 =] [*vPrHravailTCP:6810) x| |Forward None
z| =l | =i V|
8 || =] | =l [
g || =l | i I
= I (=]

Rules Rearder; Move rule number| 1 ] to rule number|1 'I MDVE'

Eiau:kl Applyl Cancel |

/a

NP Gromoteis

Trm
LR

ALLLL

NT-2000-XP V.N.C.

Dpt Formation Continue — Cours - ver 1.0

Cabaré Michel Page 13




